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1. Introduction

1.1. Overview
SmartGate is a high-performance and scalable Edge loT gateway. This device integrates edge
collection, data calculation, data reading and writing, active reporting, linkage control, 10 collection
and control and other functions. The collection protocol includes standard Modbus protocol and a
variety of common PLC protocols, as well as industry-specific protocols. At the same time, the product
also has routing and VPN as well as graphical programming functions to ensure data transmission
security. Using graphical programming, users can develop independently to achieve the required
functions.

SmartGate is embedded in Linux kernel, with a main frequency of up to 1.2Ghz. It can access the
Internet via Ethernet port and LTE cat4 cellular network to achieve easy network deployment.

Itis widely used in various industrial intelligent solutions such as industrial robot, smart factories,
smart agriculture, smart water management system etc.

1.2. Features

e Dual-core professor with ultra-high performance, the main frequency is up to 1.2Ghz, providing high
performance processing resources for edge computing.

e Supports Python development, for developing user custom applications.

e Supports graphical programming to facilitate user development.

e | TE 4G and Ethernet network serve as backups for each other to ensure stable network transmission
without downtime.

e Integrated 1*WAN/LAN and 1*LAN Ethernet port, VPN and firewall protection to ensure safe data
transmission.

e |ntegrated 2 serial ports: 1*RS232/485, 1*RS485, which can transform traditional serial devices into loT
devices.

e Comes with IO interface: 2*Dl, 2*DO, 2*Al, flexible expandable IO module is supported.

e Powerful edge gateway function: supports edge collection, edge computing, group reporting, and
supports real-time collection of up to 2000 points.

e Supports major industrial protocols including Modbus TCP/RTU, PLC protocols and OPC UA Server.

e Support 2 socket channels, each channel supports TCP(SS)/UDP, MQTT(S) protocols.

e Cloud support: MQTT via AWS IOT, Alibaba Cloud, and INDATECH Cloud.

2. Get Started

2.1. Hardware connection
Preparation:

Power adapter 12V/1A * 1
Network cable * 1

The hardware connection diagram is like the following:
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2.2. Login Gateway
Power on the SmartGate, connect PC to SmartGate via LAN port, users can login the gateway via
Chrome or the other browser. The default network parameters are shown in the following table:

LAN IP: 192.168.1.1
Username: admin
Password: admin

Open the browser, enter 192.168.1.1 in the URL blank, and press Enter, it will navigate to the following

webpage.
After entering the login password, clicking login, the web page will show configuration page of
SmartGate.
v @ 192.168.1.1/#/login X  + _ o X
« C A Nonsiuro 192.168.1.1/#/login o x @ :

Welcome to Login

Account

Password

Figure 1. Login webpage
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2.3. Brief introduction of the webpage

INDATECH®

There are several tabs on the top of the webpage, users can set parameters of SmartGate on the tab

pages.

Overview: On this page, users can quickly learn about the running status of the gateway, like system
information, device status, cellular information and etc.

Network: In this interface, there are many categories related to network connection. Users can set
parameters such as WAN port, LAN port and cellular network.

Edge Computing: With this functionality, the SmartGate gateway serves as host and actively sends the
polling acquisition command to periodically obtain the point data of the serial and Ethernet devices and

the data collected by the I/0O interface.

System Management: In this webpage, users can check the log information, and set the system time

and so on.

Python Application: With this functionality, users can deploy Python applications.

3. Overview Information

In this page, it includes system information, device status, cellular information, flow usage monitoring

and performance of processor chipset.

INDATECH® | [ Overview.

System Information

Name: INDATECH SmanGate IMEL

| Device Status

WAN Ethernet Port 1

Mode: DHCP Mode WAN
WAN IP: = Status

Notmask

Gateway: : Ethernet Port 2
DNS-1

ONS-2: Status:

LAN

LAN IP: 192.168.1.1

Netmask 255.255 256.0

DHCP Service N Status:

Flow Usage Monitoring Performance

Data Usage(Day): 0.00mB cPu: 14

(Day) oms

0.00M8

omB Flash: ¢

aoooaaaaaan

ICCID:

IP Address:

z
]
>
5
mn
n
i

Netmask

DNS-1

DNS-2:

TAC(LAC)

Cell ID: €36C121

Figure 2. Status / Overview webpage
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4. Network

4.1. Network switching
On this page, users can select the Internet connectivity priority, and can also set the information of

PING detection.

INDATECH" <) Overview {+] Network {+] Edge Computing +) System Management
Network Switching Network Swilching
Cellular Network Switching

Ethernet Port
Network priority.  Ethernet First

WAN
Pinginterface:  Custom
LAN
Ping Sesvert: 1111
Routing
Ping Server2: 8488
VPN
Pinglnterval 10 s
Diagnostics
Ping package size: 32 byte
Firewall
Ping Timeout. 2000 ms

V1.1.78.033656.0001

Figure 3. Network Switching

4.2. Cellular
On this page, users can check the cellular information like the signal strength, IP address and so on. The

APN information can be set in this page also.

INDATECH" Lh .+, Edge Computing -] System Management

Network Switching Cellular
fellil Cellular
Ethernet Port
| status [ETEE]
WAN
Active SD: SN Sigaal: 24(-65dBm) TP Address: 1062.131200
LAN 1CCID: 89390100002627533239 Network Status: Connected Nemask: 255,255 255 252
[aili 222014005403091 LAC: 4mA Gateway: 10.62.131.202
Routing
Operator: M Cell D c¥.cin DNS: 217.200.201.160
VPN Network Type: FDD-LTE(4G) Connection Time: 00:03:59 Module version: EG25GLGDROTADZMIG
Diagnostics
) | Cenfiguration
Firewall

Enable Celular (D)

| Network
SIM Mode: St First v Maximum of 3
dials
DNS Mode: Auto Detection SIM1ASIM2
Interface
NSt Datecion 10
Interval
DNs2 Max Ping Thies 4
V1.1.78.033656.0001 MTU: 1500 Ping Timeout &

Figure 4. Cellular
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On this page, users can change the work mode of Ethernet Port1. This port is WAN mode by default. And
it can be changed to LAN mode. Then the users can get 2 Ethernet ports.

INDATECH® (-] Edge Computing  [-] System Management

Network Switching Ethemet Port
Cellulas Ethernet Port
Ether

| Ethernet Port 1 | Ethernet Port 2
WAN

Work Mode [ wan | Work Mode | |

LAN
Routing
VBN
Diagnostics
Firewall

V1.1.78.033656.0001

Figure 5. Ethernet Ports

4.4. WAN Interface
User can set the parameters of WAN port like network mode, DNS mode and MTU.

INDATECH" o (-] Edge Computing  [-] System Management

Network Switching WAN

Cellular WAN

Ethernet Port

| status

WAN
NemorkType:  dhcp WANIP: 142.166.1.118 Gateway IP: 182 16811 MAC: D4:AD:20 9E'5A 36

LAN Netwask: 2652652650 DNS: 19202029 Receive: 4.4 KB(5Y) Send: 19 KB(1T)
Connection Time: 00,0011

Routing

VBN
| Configure

Diagnostics

Firewall

Network Mode:  DHCP

DNS Mode:  Manual

TDNS1 1114

DNS2 =ssss
MTU: 1500

V1.1.78.033656.0001

Figure 6. WAN



4.5. LAN Interface
Users can set the basic information of LAN port like IP address, netmask and DHCP service. When the
SmartGate enables the DHCP service, it can assign IP address to the terminal device connected to

SmartGate

via LAN port.

[+ Overview

{+} Edge Computing

INDATECH®

INDATECH"

Network Switching
Cellular
Ethernet Port

WAN
Routing
VPN

Diagaostics

Firewall

V1.1.78.033656.0001

4.6. Routing

ra
=, Network

| status

TP 182.168.1.1 Netmask:
Send: 356.8 KB(1506) Receive:
Configure DHCP Server List
LAN P:
Neimask

. System Management

255.255.255.0

4336 KB(2001)

182.168.1.1

255.255.255.0

DHCP Senvice (D)

Starting Address

Ending Address

Lease Time

DNS

182.168.1.2
192.168.1.100
1440 min

8388

Figure 7. LAN

MAC:

D4:AD-20-9E-5A:37

Connection Time:  00:11:32

On this page, users can check the routing table and add needed static routing to SmartGate.

INDATECH"

=) Overview

e
. Network

{+) Edge Computing L+) System Management

Network Switching

Cellular

Ethernet Post

WAN

Diagaostics

Firewall

V1.1.78.033656.0001

Routing
Routing

| Routing table

Target Gateway
0.0.00 1062131202
0.0.00 152.168.1.1
0.0.00 10.62.131.202
10.62.131200 0000
192.168.1.0 0000
192.168.1.0 0.0.00

| static IPv4 Routes

Intertace

Netmask Flag
0000 uG
0.0.00 uG
0.0.00 uc
255255 255 252 u
255,255.255.0 u
255.255.255.0 u

Object 1Pvd-Natmask

Figure 8. Routing

1Pva-Gateway

Use Interface
o ush0
] wan
] usb0
o ush0
] brdan
] wan
[
Metric Operation
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4.7.VPN
On this page users can configure PPTP, L2TP and OpenVPN.

INDATECH" ] Network ) Edge Computing 7.7 System Management

Network Switching VPN

Cellular VPN

Ethernct Port

| OpenvPN @)

PPTP
WAN
L21P
L | status
OpenVPN )
Rosting 1P Address: - Netmask: - Gatenay:
Connection Time: 000000
VPN
Diagnostics
| Configure
Firewall

Enable Configfle ~ On @ OF
Protocol Select UDFP
IP of the remate host 192.186.1.102
Port 94
Authentication type: |~ SSLITLS
TUNTAP: | TUN
Topology. ~ Subnet
Interface: | Auto

Redirect Gateway

V1.1.78.033656.0001

Figure 9. VPN

4.8. Diagnostics
On this page, users can perform network diagnostics such as Ping and Traceroute to a specific IP/HOST.

INDATECH" (-] Overview = («) Network (-] Edge Computing [+ System Management

Network Switching Diagnosncs

Cellular Diagnostics

Ethernet Port
Ping Traceroute

WAN

LAN

Routing m

| Medicing Result
VPN

Diagnostics

Fisewall

V1.1.78.033656.0001

Figure 10. Network Diagnostics



4.9. Firewall

INDATECH®

On this page, users can configure the firewall on SmartGate, including settings for port filtering, port

mapping, port forwarding, and DMZ.

INDATECH"

Network Switching Firewall

Cellular Firewall

Ethernet Port

Port filtering
WAN '

Port Mapping
LAN

Port forwarding
Routing
owz

VPN

Diagnostics

rewall

V1.1.78.033656.0001

5. Edge Computing

INDATECH (-] Overview

Figure 11. Firewall

=

Destination port ran

Source port range Palicy Description Action

ge

Wizard
Edge Mode Wizard
Extensicn 10
10 Medule wlznnn
Data Poiat
Protocal
Edge Gareway

V1.1.75.033656.0001

5.1. Edge Mode

1480 813 kot The gotewoy proactively collects device doto fram seriol parts, Ethernet
parts, ond on-boord 10.

2 Cantoure seia Dt prameners: Set the collection channels for seriol port devices.

o the eloud.

for Ethemet, routing,

o
5 thousm g mace:

. Edge Gateway: Use fixed edge logic with porometers set up via the built in web poge.
o N

i ians of the
 H09e Bateway Data ozssing Cantiguraten:

a. Data Reporting: The goteway proactively uploads collected dota to the cloud based
‘on defined rules and JSON templetes

b. Data Read/Write:

The cloud actively sends defined JSON formats message to perform read and write
peratians on data points

Figure 12. Wizard Edge Computing

< The cloud actively sends messages with a defined protocol to
perform reod and write operations on data points.
d. Linkage Control: Estabish twiggering

i the local gatewsy.

The edge mode is edge gateway by default. User can change the mode to Graphical Programming mode.
The Graphical Programming is based on Node RED, in this mode, user can develop the application

about the edge computing that they need.
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Edge Mode

Edge Computing:  NoderedsEdge

Figure 13. Edge Mode

Note: This setting needs to reboot the SmartGate. Waiting another 2 minutes after the SMARGATE starting, then
the Graphical Design page can be opened.

=< Node-RED
Flow 1 + - i info i & = o -
v common Q
~ Flows
inject > B3 Flow 1
> Global Configuration Nodes
complete
| can
status
link in
link call 9 Flow1 a
linkiout Flow "f42504b9340e86a1"

comment
~ function

function
swilch
change

range

Figure 14. Node-RED

5.2. Extension 1O

The SmartGate can work with extendable |O (INDATECH SmartlOs) module to extend the IO numbers.
If the extendable 10 modules are connected to SmartGate, users need to preset the IO modules on
webpage. The IO modules sequence should be kept the same with the actual hardware sequence.

If the sequence on webpage is different from the hardware sequence of extendable 10 modules, the

work indicators on SmartGate will fast blink, and the work indicators on 10 extendable modules will
blink 4 times/s, then keep off for 2s.

11
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{] System Management

INDATECH®

Wizard

Edge Mode

10 Module

Data Point

V1.1.78 032656 0001

5.3. 10 Module

Extension 10

Extension IO

| Expansion machine access preset

Expansion number

1

2

3

4D1+400

NONE

HONE

NONE

Figure 15. Extension 10

NONE

NONE

NONE

There are 2 parts in this function, the detail information and the status of IO modules.

5.3.1. Dl Interface
On this page, users can check the settings of digital input interfaces, and can also set the work mode of
Dl interfaces.
DIO1: It means the first Dl interface of SmartGate
DI22: It means the second DI input of the second extendable IO module.
DI27: It means the seventh Dl input of the second extendable IO module.

INDATECH

+] System Management

Expansion machine access
preset

Wizard

Edge Mode

Extension [0

10 Module

Status
Data Poist

Protocol

| p1o1
D01

i Mode:
Fitter time:
Counter Mode:
Count Frequency:

Maximum range:

Excoeds Maxinum range:

| D14
o4
0t Mode
Filter ime:
Counter Mode:
Count Frequency:

Maximum range:

Exceeds Maxinum range:

| D131
D31

DI Mode:

Digtal Input
50ms
Rising edoe
Sms

10000

100p

Oigial Input
soms
Rising edge
5ms

10000

1009

Digial Input

Of Mode:
Filter time:
Counter Mode:
Count Frequency:

Maximum range:

Exceeds Maxinum range:

| o11s
Dis
D1 Mode:
Fiter time:
Counter Mode:
Count Frequency:

Maximum range:

Exceeds Maxinum range:

| D132

Of Mode:

Figure 16. 10 Module - Function

Digital Input
s0ms
Rasing edge
5ms

10000

foop

E

Ogtal Input
50 ms
Raing edge
5ms

10000

100p

Oigtal Input

DI Mode:
Filter time:
Counter Mode:
Count Frequency:
Maximum range:

Excoods Maxinum range:

| Di1e
Dit8
Df Mode:
Filer time:
Counter Mode:
Count Frequency:

Maximum range:

Exceeds Maxinum range:

DI Mode:

12

DighalInput
s0ms
Rising edge
sms

10000

100p

Digtal Input
50ms
Rising edge
5ms

10000

to0p

Digtal Input

| b2
o2
D1 Mode:
Filter time:
Counter Mode:
Count Frequency:

Maximum range:

Excoods Maxinum range:

| D17
D7
DI Mode:
Filer time:
Counter Mode:
Count Frequency:

Maximum range:

Exceeds Maxinum range:

| DI34
Di34

01 Mode:

Digtal Input
soms
Rising edge
Sms

10000

oo

Digttal Input
s0ms

Rising eoge

Digtal Input

| D13
013
01 Mode:
Filter time:
Counter Mode:
Count Frequency:

Maximum range:

Excoods Maxinum range:

| o118
D118
DI Mode:
Filter time:
Counter Mode:
Count Frequency:

Maximum range:

Exceeds Maxinum range:

Digtal Input
s0ms
Rising edge
sms

10000

100

Digtal Input
s0ms

Rising edge
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The default DI mode is Digital Input, users can click “Edit” to modify the settings.

DI Mode:

Counter Mode:

Count Frequency. | §

Madmumrange. 1

* Excoets Maunum 1 @ loop

ange

Figure 17. 10 Module - Edit

Restart Hold of DO. This function is closed by default.
If the Restart Hold function is enabled, when we restart the SmartGate, the DO will remain in the state
before the power outage.

I =

Restart hold Open © Ciose

Figure 18. DO - Restart Hold

5.3.2. Status of 10 modules
On this page, users can check the status of IO interface. And can also control the DO interface. Click
the DO button, the indicators of DO will turn on or turn off.

13
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5.4. Data Point

Status

| DO Status

| DOO1

| AD status

| DI Status

| D101

oot

| D131

oIt

| Al Status

| Do21

| D033

| D112 DI13 | DI14

Figure 19. IO Status

DO25 | po28 | DO27 Doz2s

pozr Do28

DI1§ | DI6 | D17 DIg

Data Point Table is the core database of the edge computing gateway. The data and data-related
information used by the edge gateway for acquisition, reporting, data reading and writing, protocol
conversion and linkage control are all obtained from this point table. Therefore, during use, it is very

important to add the data point table correctly and in detail.

The data point table contains two main elements: slaves and data points. Up to 20 slaves can be added,
10 slaves and virtual slaves are fixed. The remaining 18 Slaves can be added as needed. Corresponding
data points can be added to each slave. Except for the virtual slave, the total number of data points of
all other slaves is up to 2000. The data points of each slave are actively polled and collected from the
corresponding interface according to the protocol specified when adding the slave, and the collected
data is correspondingly stored in the virtual register in the product.

For virtual slaves, up to 500 points can be added.

Supported Downlink Protocols:

Modbus TCP
Modbus RTU
DVP_RTU
DLT-645-2007
FATEK
FINS-COM
FINS-TCP
FX1S
FX2N(1N)

14

FX3U

FX5U

S7-200 Smart
S7-200 PPI
S7-300
S7-400
S7-1200
S7-1500
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INDATECH H +) Network -] Edge Computing -] System Management
Wizard Data Point
Fdge Mode Data Point
E 10
10 Medule
Version: 1630844895
Function
Status | Local_lo @ ovie | slave_Status [ T
10 Slave Slave Status
Data Poiat
0:0ffline 1:abnormal Z:online 3:stop

Protocal

protocol: Local 10 protocol: Slave Status

Edge Gateway

| List of slave points

] Node name Data Type Decimal Number Address. Read Write Status Priority Timeout(ms) Data Acquisition formula  Control formula Noge desc Operation

1 D034 8t 0 DOM ResdVirts Level 1 2000 [] -- - - Edit

2 D033 a 0 0033 Reaovire Levat 1 2000 [ -- - - Eat

3 Do32 Bt 0 0032 ReadVirile Level 1 2000 0 - .- Edit

4 DO31 at 0 0031 Resavirte Leval 1 2000 [ -- - - Edit

5 Di3s at ] T Only Read Level 1 2000 [ . - - Edit

1 D33 Bit 0 D33 Only Read Level | 2000 ] - - - Edit

7 Diz2 Bt ] oi32 Only Read Leval 1 2000 [ -- - - Edit

8 D3t an 0 ol Only Reaa Levet 1 2000 [ - - - Eat

] D28 Bt 0 D028 ReadVirile Level 1 2000 0 - . Edit

10 D027 a 0 0027 Resavirte Leval 1 2000 [ -- - - Edit
V1.1.78.033856.0001

" D026 Bt [ D026 Read/irle Level 1 2000 [ . . . Edit -

Figure 20. Data Point

Let's add a first slave as an example, in this case the Modbus TCP protocol is used.

Add

Slave Name.  Modbus TGP

Stave Descriptio

n

* Mocquisilion prot

ocol
Poling nterval

Menge acquisiti

on:

* Data_Point Sla

ve_switch

*Port

Salve Address.

Figure 21. Data Point - Add Slave

Then add the data points of the Modbus TCP slave:
1. Click the Modbus TCP Slave
2. If we didn’t add the data points before, the list of slave points is blank. Click the “Add” button
to enter the point information.

15
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Node name

Moda desc

Register

DataType 16 Bl Unsigned
Deamal Number o

ReadWite Stst  OniyRead @ ResdWiite
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Figure 22. Add Slave points

3. Added slave and data points:

INDATECH

() Overview

{+] Edge Computing

+] System Management

Wizard

Edge Mode

Estension [0

10 Module

Function

Status

Data Point

Protocol

Edze Gateway

V1.1.78 032656 0001

Data Point
Data Point
| slave
Version: 1728901235

| Local_io
10 Slave

protocel: Local IO

| List of slave points

i oniwe

‘The parameters you modiy take effect oniy after you rebool the galeway To avaid repeated rebool, reboot -
the galeway afles all Setings aro complete _0s

| Slave_Status
Slave Stalus

0:0fMline 1:abnormal 2:onling J:stop

protocol: Siave Status

Data Type

16 B Unsigned 0

16 B2 Unsigned [

@ omre

| Modbus TCP

@ ottine

Data Sources: 132 168.1,34102

protocol: Modbus_TCP
Ea

W Woekte
Address Read Wrile Status. Priofity Timeout{ms) Data Acquisition fomula  Control formula Mode desc Operation
40001 Reagiite Level0 2000 - Humiaty Eat  Deise
20001 Read/ite Level 1 2000 Temperature Edl  Delete
Tz | sy B Gowo 1

Figure 23. Data Points and Slaves

4. After all the slave and data points are added, and other settings are ok, please reboot the
SmartGate to make the changed parameters take effect.

The parameters you modify take effect only after you reboot the gateway. To avoid repeated reboot, reboot

the gateway after all Settings are complete.

=D

Figure 24. Reboot popup

5. Check the collected data.
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SmartGate supports mutual conversion between different protocols, such as Modbus RTU/TCP,
OPC UA, Json and BACnet.

More protocol conversions are in development.

With this function, users no need to worry about being unable to communicate due to different
protocols between the terminal device and the server, because the SmartGate will convert the point
data of all slave devices into a unified protocol format, making it easier for the server to issue and
collect data using a unified protocol.

| Modbus RTU

Status

Function Close

Figure 25. Uplink Protocols

We have added Modbus TCP slave in section 5.4. In this section, will convert Modbus RTU to Modbus
TCP using the protocol conversion function.

Basic settings:

1. Enable Modbus RTU function,

2. Set protocol and local port, in this case, keep them the default parameters

3. Setthe Slave address to 5, we add the 16-bit points in Section 5.4, so keep the 32-bit data
the default parameters.

4. Click “Apply”, then the window will pop up prompting you to reboot SmartGate device. We
can reboot device after setting all parameters.
Then continue to set mapping point table parameters.
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INDATECH"® <] Overview o [+] Edge Computing -] System Management

Wizard Protacol

Edge Mode Protocol

Frensen o . . - | Modbus RTU @D
Modbus R

10 Module
Modbus TCP . .

Data Point | Basic settings

OPC UA
Protocel Connection Canfig
Json

RS485 *Protocor | TR Sewer v LocalPort  sez
Edge Gateway

BACnet
Mazamum of Clent

Slave Configuration

Slave Aodress 5 L2 bitingerbyle | 48D * 32bitfloat byte order.  ABCD.

order

54 it infeger byle ABCDEFGH
order

I Node mapping table | § oo |

] Pasition Name Source(slave) Data Type Mapping Address Read White Status Operation

V1.1.78.033856.0001

Figure 26. Modbus RTU Protocol configuration

Node mapping table:

Click “Add” button,

Select the register type and enter the initial register address,
Click “Add points”,

Select the slave just added: Modbus TCP,

Select the needed data points,

Click “Sure”

Reboot SmartGate

Nooakwdh=

Add

Mapping the inftial adaress
ax

Point selection.  Add points

Figure 27. Add Slave - Data Point, part 1
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Point selection

Salect Saive

Siave Read Write Stafus.

Moduus TCP 16 Bit Unsigned Read/thite

Modus TCP 16 Bit Unsigned Readithite

e n

Figure 28. Add Slave - Data Point, part 2

5.6. Edge Gateway

5.6.1. Serial Port
On this page, users can set the basic parameters of UART, like baud rate, data bit, stop bit and parity bit.

For UART2, it has one more parameter: Serial Function. The defaultis “Downlink”.
Downlink: The device connected to the serial portis Slave device,
Uplink: The device connected to the serial port is Master device.

INDATECH"® <] Overview I+ Network [+] Edge Computing -] System Management
Wizard Fim g © Edge Gatwmsy > Serial Port
Edge Mode Serial Port
Frensen o | UARTO2
UARTO!
10 Module
UART02 | Basic settings
Data P.

“BaudRate 9500

‘pmssr | &
e
Swpst 1
Parity it NONE
Link:
Reporting Serisl Functon: | pie
Liskage Contrel n

V1.1.78.033856.0001

Figure 29. UART2 - Serial Function - Downlink/Uplink
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SmartGate supports 2 independent communication channels, Links. It provides multiple
communication modes like TCP client/TCP server/UDP/MQTT client/http client. It has the AWS cloud
built-in; users can use it conveniently. In this case, we set the communication parameters like the
following picture.

[+ System Management

Edge Mode Links

Figure 30. Links - communication channels

5.6.3. Data Query/Control
With this function, users can query and control data points via Json format. Click “Add” to add link
channel, in this case, we choose the Link1.

The Json command format is like the following:

{
“rw_prot": {
"Ver": "Protocol Version',
"dir": "Data Direction’,
"id": "Information ID",
"r_data": [{
"name": "Node Name'"}],
"w_data": [{
"name”: "Node Name’,
"value": "data"}]
}
}

Description of items:

Field Name | Description

rw_prot Protocol Header

Ver Protocol Version

dir Data Direction

id User defined parameter. The id is same in query/control and response data.

Sometimes, the query/control data is high frequency, the response data may
be disordered. The program in network can confirm the relevant response
data by the id.
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r_data The data load for querying data

w_data The data load for controlling data

name The node name descripted on section 5.4

value Means the data need to be sent to the data points described

In section 5.4, the added data points have data already, now we can collect the data to the server. Set
the Network Assistant as TCP server, the local port is 8234, SmartGate work as TCP client to connect

the TCP server.

Then send Json command to collect the temperature and Humidity data, to control the level data at the
same time. User can copy the Json command sample and change the query and control command

based on the sample.

5.6.4. Data Reporting

The data reporting function will report the collected data on data point page to server actively. Users
can send the data in different methods.

The Reporting Template will be introduced later.

Then add the data points that need to be reported.

Create data reporting groups
Basic information
* GO A Reporing Tost
“Upchannel  Link1

Data Regorting udes
intarval raporti

g

serodcrapot @)
ng

Reporting cyce 3

me

Dot change
Reporing

report regulari
Regorting data for  Prinstve data type
mat

Regortng Tempiat  [Cunenr""noded 10T Vollage" node0 102"

e “

Figure 31. Data reporting - part 1
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Figure 32. Data reporting - part 2

Json Template:

The data reporting function will upload point data to the server in Json format. Customers can
customize the Json template according to the server's requirements to ensure that the uploaded data
format meets the server's parsing requirements. The actual data points can be defined in the Json
template.

In addition to data points, the Json template can also add some specific identifiers, such as the
product's firmware version, SN, MAC and other parameters. These parameters can be processed as the
unique identifier of the device. Directly add the relevant identification name in the value position of the
Json template. During the reporting process, the device will substitute the data corresponding to the
identification name and reportit. For example, to report timestamp, set the Json template to
{"time":"sys_local_time"},

Items Description Example

sys_ver Firmware version V1.2.06.033656.0002
sys_imei IMEI 869387060515005
sys_sn SN 02800724072300006941
sys_mac MAC XXXXKXXXX XX XX
sys_iccid ICCID 89390100002627533239
sys_local_time | Localtime 2024-10-15 23:22:31
sys_utc_time UTC time 2024-10-15 23:22:31
sys_unix_time Timestamp 1234567890
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| Reporting Test
| Data Reporting rules “

Basic information Up channel: Link-1
Public topic: (null)
Action interval reporting:
periodic reporting: o
Reporting cycle time : 3
Data change Reporting:
report regularly:
Reporting data format: Primitive data type

Reporting Template:

Figure 33. Json Reporting Template

The test result: SmartGate reports the collected data according to the period cycle time and the
content of the Json template.

5.6.5. Linkage Control

The linkage function is mainly used to realize local closed-loop management, rapid alarm and
emergency applications. The product can support 50 linkage events internally.

Add Linkage Event

EventName  High Temperature

“Enabie @)

Minus Trigger Int 1000

anal
Trigger condition®

Trigger Event  Saject point

Trigoer mose: Al point match he condilons

Upger Threshold L

it

* Lower Threshold

Limt
Execution Action:

B DO Action

Phane Number:

“MessageTert  High Tempsrsture

Figure 34. Linkage Control
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Items Description Default Parameter
Event Name None
Enable Weather to enable the linkage control Off
Minus Trigger Interval | When the trigger condition is met for several times in a None
short period, the trigger takes effect only when the
interval between two triggers is greater than the set
value.
Trigger condition The action can be executed if the conditions are met, A | None
total of 10 conditions are supported.
Trigger Event Select the data point to start the trigger event. None
Trigger mode All points match the conditions, None
Any point matches the conditions
Upper Threshold The value range: 0~20000 None
Limit
Lower Threshold The value range: 0~20000
Limit

Description of trigger condition:

Trigger condition

Description

Extro

Forward Follow

If Dl is high level, DO outputs high level.
If Dl is low level, DO outputs low level.

Only available for coil value.

Reverse Follow

If Dl is high level, DO outputs low level. If
Dl is low level, DO outputs high level.

Only available for coil value.

Greater than

The collected value exceeds the
threshold, an action is triggered.

Only the lower of the
thresholds need be set.

Equal or greater than

The collected value is greater than or
equal to the threshold, an action is
triggered.

Only the lower of the
thresholds need be set.

Less than The collected value is less than the Only the upper of the
threshold, an action is triggered. thresholds need be set.
Equal or less than The collected value is less than or equal | Only the upper of the

to the threshold, an action is triggered.

thresholds need be set.

In the Range (Including
boundary data)

An action is triggered when the collected
value is within the threshold range, and
an action is triggered each time the
collected value is within the range.

Upper and lower limits of the
thresholds need be set.

In the Range (Excluding
boundary data)

An action is triggered when the collected
value is within the threshold range, and
an action is triggered each time the
collected value is within the range.

Upper and lower limits of the
thresholds need be set.

Out of the Range (including
boundary data)

An action is triggered when the collected
value is outside the threshold range, and
an action is triggered each time the
collected value is outside the range.

Upper and lower limits of the
thresholds need be set.

Out of the Range (excluding
boundary data)

An action is triggered when the collected
value is outside the threshold range, and
an action is triggered each time the
collected value is outside the range.

Upper and lower limits of the
thresholds need be set.
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In this case, we add 2 events: High Temperature and Normal temperature,

In High Temperature, if the value of temperature is higher than 45, then turn on DO1.

Edit Linkage Event

"EventName g Temperature

“Enable @)

Winus Trigger Int 1600

anval
* Trigger condition® -

“Togger Event  Serect point Terp

Triggermode: Al point match the conditions

Upger Threshald L

imit

Lower Threshold
Limt

Execution Action:

DOAction | DOOY

| ]
Figure 35. Linkage Control example - High Temperature

In Normal temperature, if the value of temperature is lower than 45, then turn off DO1.

Add Linkage Event

EventName  Momal Tempersture

Enabie ()

Winus Trigger Int 1000

anval
* Trigger condition® =

“Trgger Event  Ssiect point

Trigger made:  Allpoint match the condiions

*Upper Threshold 45

Limit

Lower Theeshaid L

imit

Execution Action:

00 Acton

Figure 36. Linkage Control example - Normale Temperature
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6. System Management
6.1. System Time

INDATECH®

On this page, users can select Time Zone or set time manual. And can also set the NTP server.

Edge Computing (-] System Management

System Time
Loa System Time
System
i utC 2
INDATECH Clond Time 2602
Access Tosks Davice Time:  202410-15 17:37:17 Svnc Wih Bigwee
Location I
NP @D
NTPSEVET: | tme1 google com

NTPServerz  nptinnmit

V1.1.78 032656 0001

Figure 37. System Time

6.2. Log

Users can check and download log information on this page.

Edge Computing

System Time L0G

LoG LOG

System
=n

INDATECH Cloud

D Time Level Log
Access Tools
1 00027309 Warning Jucloud_matfucloud_trans_hub 58] hub send et
boaen 2 00015237 Warning [USR_OWF][main f[352] Owp_Configi ext
3 00015.884 Eror _switch (450} interface: |
4 00016.136 Warning Inetservice]lnet_svatch c[576] get config il
5 00016,333 Warning Inetservicelinet_phy <I[517] wan dhep
[ 00017.393 Waming Isystem_tasklint.<I217]ntp arrt
7 00017.588 Ermor Inetservice)net_switcn 450} mtertace: [00017 5881<4
8 o0u17 588 Waming Inetssnvice][net_svetch CI[S76] gt contg 13l
9 00021.125 Warning [netsenvice]jnet_switch cJ[183] #2522 add mekric § dev wan route
0 00821 507 Warning Inefservice]net_switch cJ[24] ##5#a0d detault dev wan route
" 00021524 Error Inetsarvice]nel_switch CI[450 intertace wan
iz 00027.001 Waming Inetservicelinet_switch cI57].get confia il
1 00027.128 Ermor Intservics|[net_swicn c|[450} imtertacavan
14 00028521 waming [meu_cufeitencer_io c1653) extender récy e
i5 00029.243 Waming Imeu_ctifertender_jo.cf1661) extender recy e
16 00034.300 Waming [etszrvice]net_svetch cj[576] gt config fai
1 00024 431 Warning [netsenvicegnet_swilch cI153]##9% acd meiric 10 ey USDO route
V1,178 033855 0001 1® 00034.720 Exror [etservice]nel_switch cJ[450]intedtace:vwan [00041 806}<4

Figure 38. Logs
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6.3. System

6.3.1. Configuration Management

System Config

This function mainly includes parameter export, import, and restore to factory settings. Using this
function, users can quickly copy product parameters.

Edge Computing Config

The export point table will synchronously export the data point table, protocol conversion data point
table, linkage control event table, and data reporting group table, and will be updated synchronously
afterimporting.

INDATECH® [ Overview  [] Network [} EdgeComputing | () System Management

LOG Configuration Management

System Config

import:

Edge Computing Config

Export

Figure 39. Configuration Management

6.3.2. Firmware Upgrade

On this page, the current firmware version is displayed, and it provides firmware upgrade operations.
Select a valid firmware and click Start Upgrade to wait for the automatic upgrade of the product.

6.3.3. User Management

This function is mainly to set the username and password for logging in to the built-in web page. The
username supports 4-30 characters, and the password supports 1-30 characters.

6.3.4. Reboot

Users can restart the device immediately or add a scheduled restart task and set the restart time on the
same day. Restart tasks can be performed in 24 hours, accurate to the minute.
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6.4. INDATECH Cloud Service - Coming Soon

This function is to facilitate customers to quickly connect to the public INDATECH platform, through
which equipment maintenance can be carried out. If it is a private deployed INDATECH platform, users
can enable the private deployment button and fill in the private IP address and port to connect.

INDATECH® [ Overview [ Network (] EdgeComputing | () SystemManagement

System Time NDATECH Cloud

Log INDATECH Cloud

INDATECH Cloud @)

INDATECH Cloud Service

Network Manages

Figure 40. INDATECH Cloud service

6.5. Location

SmartGate supports both LBS location and GPS location. The location function is not enabled by
default. Users can enable the LBS location or GPS location manually.

6.5.1. GNSS
Satellite: The number of satellites simultaneously observed by GPS system.
Status: “A” means successful GPS positioning,
“V” means GPS positioning failure.
Longitude: The longitude of the device's location.
Latitude: The latitude of the device's location.

Users can also send the GPS information to remote servers to achieve real-time monitoring of the
SmartGate device.

28



INDATECH®

7. Contact Us

INDATECH®
Address: Strada Albareto 503 - 41122 Modena (MO), Italia
Official website: https://www.indatech.it
Email: info@indatech.it
Technical support Email: support@indatech.it
Tel: +39 059 8751076
Fax: +39 059 8751025

8. Disclaimer

The information in this document provided in connection with INDATECH and/or its affiliates’ products. No
license, express or implied, by estoppel or otherwise, to any intellectual property right is granted by this
document or in connection with the sale of INDATECH products.

EXCEPT AS SET FORTH IN THE TERMS AND CONDITIONS AS SPECIFIED IN THE LICENSE AGREEMENT FOR
THIS PRODUCT, INDATECH AND/OR ITS AFFILIATES ASSUME NO LIABILITY WHATSOEVER AND DISCLAIMS ANY
EXPRESS, IMPLIED OR STATUTORY WARRANTY RELATING TO ITS PRODUCTS INCLUDING, BUT NOT LIMITED
TO, THE IMPLIED WARRANTY OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, OR NON-
INFRINGEMENT. IN NO EVENT SHALL INDATECH AND/OR ITS AFFILIATES BE LIABLE FOR ANY DIRECT,
INDIRECT, CONSEQUENTIAL, PUNITIVE, SPECIAL OR INCIDENTAL DAMAGES (INCLUDING, WITHOUT
LIMITATION, DAMAGES FOR LOSS OF PROFITS, BUSINESS INTERRUPTION OR LOSS OF INFORMATION)
ARISING OUT OF THE USE OR INABILITY TO USE THIS DOCUMENT, EVEN IF INDATECH AND/OR ITS AFFILIATES
HAVE BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

INDATECH and/or its affiliates make no representations or warranties with respect to the accuracy or
completeness of the contents of this document and reserves the right to make changes to specifications and
product descriptions at any time without notice. INDATECH and/or its affiliates do not make any commitment
to update the information contained in this document.

29



